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Creating a payroll risk management plan is a key cybersecurity measure

he IRS's National Public Liaison regularly issues news releases on identity
theft and tax fraud phishing schemes. A favorite of would-be scammers is an
emailto someane with payroll access that appears to come from a company

‘executive requesting a lst of employees and the data from their Forms W-2

In the past, these emails could be easily spotted because of typos or other

‘anomalies. Today, scammers are more clever and the emails look very real. To

‘avoid phishing schemes, payroll departments and their employers must have risk

management plans with verification procedures in place.

Assessment of vulnerabilities

Risk management is not merely an insurance policy, but a means of reducing
the need for insurance because you have closed the exploitable gaps. The most
important step in a risk management plan is an assessment of vuinerabiltes

While there are similarties among employers, especially in the same industry,
‘every business s diferent. These vulnerabilities must be examined objectively.
‘The consideration is not whether your longterm payroll manager would sell a copy
of employee Forms W-2, but whether he or she could.

‘Could employees with payroll access make 2 mistake and respond to an email
phishing scheme? Consider internal and extemal opporturities for wrongful action
‘and mistakes and whether a senior-level employee could work alone or only in
‘concert with other employees or outside fraudsters.

This step also includes an assessment of the consequences of not having a plan
in place or plan failure and a regular schedule of review. The cost of a good risk
management plan should not exceed the cost of failure. As an employer's opera-
tion evolves 50 too will risk. Fraudsters also are evolving, which requires constant
vigiance.

Cybersecurity measures

Cybersecurity is not a malware detection product, but an overall employer phi-
losophy that requires all employees to exercise vigilance when handling data or
using the intemet. Make sure that your vuinerabiltes assessment includes inte-
grated electronic systems.

“This means your payroll management systems i the payrolldepartment and
also intemet or intranet access to information by any employees checking their
‘own information. Access could also come from computers used every day by
‘employees in satellte office locations or used remotely when on travel o telecom-
muting. Verifcation procedures will prevent a fraudster from directly using the
system, but many times a hacker will hide in the system and wait for an apening
‘and you may not even know they are there.

Requests for information

Payrll professionals play an important ole in providing key managers with
informetion, but much o this information must be protected. You might consider
making sure that payrol department procedures require that more than one person
verify  request for information. The request also should be checked with the
‘executive making the request. For example,if the chief financial officer requests
informetion, check directly with that person, not an administrative assistant.
Regardless of nstructions provided in an email, fllow preset employer procedures
for when information can be provided and how to deliver it Just because a senior
manager asks fo information or wants it provided in  certain way, does not mean
that the payrol department shouid comply.

Response to mistakes

Ifa fraudster has accessed your payroll information, do not hide. The media is
full of articles on employers that failed to report a problem immediately or waited
until a second problem arose. This bad publicity can add sigrificantly to the prob-
lem. In addition, finding ciminals is more dificut the longer you wait to report
Your isk management plan should include procedures on what to do both intemal-
Iy and extemally. Information on reparting is available on the IRS website at ww.
irs.gov, through the Department of the Treasury at wwwwtresury gov, and the
Federal Trade Commission at wiw ftc gov.

Editor’s Note: The American Payrol Associations strong partnership with the IRS
allows it o regularly report on agency alerts regarding phishing schemes. More
information on APA is available at www.americanpayroll.org. Ae




